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1. Introduction

In this docunment, we specify the protocols and procedures that
conpose Inter-Domain Policy Routing (IDPR). The objective of IDPRis
to construct and naintain routes between source and destination

admi ni strative domains, that provide user traffic with the services
requested within the constraints stipulated for the domains
transited. |DPR supports link state routing information distribution
and route generation in conjunction with source specified nessage
forwarding. Refer to [5] for a detailed justification of our
approach to inter-domain policy routing.

1.1. Domain El enents

The | DPR architecture has been designed to accommodat e an
internetwork with tens of thousands of adm nistrative domains
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col l ectively containing hundreds of thousands of |ocal networks.
Inter-domain policy routes are constructed using informati on about
the services offered by, and the connectivity between, admnistrative
domains. The intra-domain details - gateways, networks, and |inks
traversed - of an inter-domain policy route are the responsibility of
intra-domain routing and are thus outside the scope of |IDPR

An "administrative domain" (AD) is a collection of contiguous hosts,
gat eways, networks, and |inks managed by a single adninistrative
authority. The donain administrator defines service restrictions for
transit traffic and service requirenents for |ocally-generated
traffic, and selects the addressing schemes and routing procedures
that apply within the domain. Wthin the Internet, each domain has a
uni que numneric identifier assigned by the Internet Assigned Numbers
Aut hority (1 ANA).

"Virtual gateways" (VGs) are the only |IDPR-recogni zed connecting

poi nts between adjacent domains. Each virtual gateway is a
collection of directly-connected "policy gateways" (see below) in two
adj oi ni ng donmi ns, whose exi stence has been sanctioned by the

adm ni strators of both domains. The domain adm nistrators may agree
to establish nore than one virtual gateway between the two domai ns.
For each such virtual gateway, the two administrators together assign
a local nuneric identifier, unique within the set of virtual gateways
connecting the two dormains. To produce a virtual gateway identifier
unique within its domain, a dormain adm nistrator concatenates the

mut ual |y assigned local virtual gateway identifier together with the
adj acent domain's identifier.

Pol i cy gateways (PGs) are the physical gateways within a virtua
gateway. Each policy gateway enforces service restrictions on |IDPR
transit traffic, as stipulated by the domain adm ni strator, and
forwards the traffic accordingly. Wthin a domain, two policy
gateways are "neighbors" if they are in different virtual gateways.
A single policy gateway may belong to nmultiple virtual gateways.
Wthin a virtual gateway, two policy gateways are "peers" if they are
in the same domain and are "adjacent" if they are in different

domai ns. Adjacent policy gateways are "directly connected" if the
only Internet-addressable entities attached to the connecting nedi um
are policy gateways in the virtual gateways. Note that this
definition inplies that not only point-to-point |inks but also
networks may serve as direct connections between adjacent policy
gateways. The domain adm nistrator assigns to each of its policy
gateways a nuneric identifier, unique within that donain.

A "domain conponent” is a subset of a domain’s entities such that al

entities within the subset are nutually reachable via intra-domin
routes, but no entities outside the subset are reachable via intra-
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domain routes fromentities within the subset. Normally, a domain
consi sts of a single conmponent, nanely itself; however, when
partitioned, a dommin consists of multiple conponents. Each donain
conmponent has an identifier, unique within the Internet, conposed of
the domain identifier together with the identifier of the | owest-
nunber ed operational policy gateway within the conponent. Al
operational policy gateways within a domai n conponent can di scover
mut ual reachability through intra-domain routing information. Hence,
all such policy gateways can consistently determine, wthout explicit
negoti ati on, which of them has the | owest nunber.

1.2. Policy
Wth I DPR, each domain adm nistrator sets "transit policies" that
di ctate how and by whomthe resources in its domain should be used.
Transit policies are usually public, and they specify offered
servi ces conpri sing:

- Access restrictions: e.g., applied to traffic to or fromcertain
domai ns or classes of users.

- Quality: e.g., delay, throughput, or error characteristics.
- Monetary cost: e.g., charge per byte, nessage, or unit tine.
Each dommin administrator also sets "source policies" for traffic
originating in its domain. Source policies are usually private, and
they specify requested services conpri sing:
- Access restrictions: e.g., domains to favor or avoid in routes.
- Quality: e.g., acceptable delay, throughput, and reliability.
- Monetary cost: e.g., acceptable session cost.

1.3. IDPR Functions

| DPR conprises the follow ng functions:

- Col l ecting and distributing routing information including domain
transit policies and inter-domain connectivity.

- Generating and sel ecting policy routes based on the routing
i nformation distributed and on the source policies configured or
request ed.

- Setting up paths across the Internet using the policy routes
gener at ed.
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1

3.

- Forwar di ng nessages across and between dommi ns al ong the
est abl i shed pat hs.

- Mai nt ai ni ng dat abases of routing information, inter-domain policy
routes, forwarding information, and configuration information

1. |IDPR Entities

Several different entities are responsible for performng the |IDPR
functi ons.

Pol i cy gateways, the only I DPR-recogni zed connecting points between
adj acent domains, collect and distribute routing informtion,
participate in path setup, forward data nessages al ong established
pat hs, and maintain forwarding informati on databases.

"Path agents", resident within policy gateways and within "route
servers" (see below), act on behalf of hosts to select policy routes,
to set up and manage paths, and to mmintain forwarding infornmation
dat abases. Any Internet host can reap the benefits of IDPR, as |ong
as there exists a path agent configured to act on its behalf and a
means by which the host’s nmessages can reach the path agent.
Specifically, a path agent in one donmain may be configured to act on
behal f of hosts in another domain. 1In this case, the path agent’s
domain is an IDPR "proxy" for the hosts’ domain.

Route servers maintain both the routing information database and the
rout e dat abase, and they generate policy routes using the routing

i nformation coll ected and the source policies requested by the path
agents. A route server may reside within a policy gateway, or it may
exi st as an autononous entity. Separating the route server functions
fromthe policy gateways frees the policy gateways fromboth the
menory intensive task of database (routing information and route)

mai nt enance and the conputationally intensive task of route
generation. Route servers, like policy gateways, each have a uni que
nuneric identifier within their domain, assigned by the domain

admi ni strator.

G ven the size of the current Internet, each policy gateway can
performthe route server functions, in addition to its nmessage
forwarding functions, with little or no degradation in nessage
forwardi ng perfornmance. Aggregating the routing functions into
policy gateways sinplifies inplenentation; one need only install |DPR
protocols in policy gateways. Mreover, it sinplifies conmunication
between routing functions, as all functions reside within each policy
gateway. As the Internet grows, the nenory and processing required
to performthe route server functions may beconme a burden for the
policy gateways. Wen this happens, each domain adm nistrator shoul d
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separate the route server functions fromthe policy gateways in its
domai n.

"Mappi ng servers" naintain the database of mappings that resolve

I nternet nanes and addresses to domain identifiers. Each host is
contained within a domain and is associated with a proxy domain which
may be identical with the host’s domain. The mapping server function
will be integrated into the existing DNS nane service (see [6]) and
wi |l provide nmappings between a host and its local and proxy domains.

"Configuration servers" maintain the databases of configured
information that apply to IDPR entities within their domains.
Configuration information for a given domain includes transit
policies (i.e., service offerings and restrictions), source policies
(i.e., service requirenments), and mappi ngs between | ocal |DPR
entities and their names and addresses. The configuration server
function will be integrated into a domain’s existing network
managenent system (see [7]-[8]).

1.4. Policy Semantics

The source and transit policies supported by IDPR are intended to
accomodate a wi de range of services avail abl e throughout the
Internet. W describe the semantics of these policies, concentrating
on the access restriction aspects. To express these policies in this
docunent, we have chosen to use a syntactic variant of Clark’ s policy
termnotation [1]. However, we provide a nore succinct syntax (see
[7]) for actually configuring source and transit policies.

1.4.1. Source Policies
Each source policy takes the formof a collection of sets as follows:

Appl i cabl e Sources and Desti nati ons:
{((H(1,1),s(1,1)),...,(H1,f1),s(1,f1))),...,((Hn, 1),s(n,1)),...,
(H(n,fn),s(n,fn)))}: The set of groups of source/destination
traffic flows to which the source policy applies. Each traffic
flowgroup ((H(i,1),s(i,1)),...,(H(i,fi),s(i,fi))) contains a set
of source hosts and correspondi ng destination hosts. Here, H(i,j)
represents a host, and s(i,j), an elenment of {SOURCE
DESTI NATI ON}, represents an indi cator of whether H(i,j) is to be
considered as a source or as a destination.

Dormai n Preferences: {(AD(1),x(1)),...,(AD(mM,x(m)}: The set of
transit domains that the traffic flows should favor, avoid, or
exclude. Here, AD(i) represents a domain, and x(i), an el enent of
{FAVOR, AVO D, EXCLUDE}, represents an indicator of whether routes
including AD(i) are to be favored, avoided if possible, or
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uncondi tional |y excl uded.
UCl: The source user class for the traffic flows |isted.

Request edServi ces: The set of requested services not related to
access restrictions, i.e., service quality and nonetary cost.

Wien selecting a route for a traffic flow froma source host H(i,j)
to a destination host H(i,k), where 1 <or =i <or =n and 1 < or
j, k <or =fi, the path agent (see section 1.3.1) must honor the
source policy such that:

- For each domain, AD(p), contained in the route, AD(p) is not equa
to any AD(k), such that 1 < or = k < or = mand x(k) = EXCLUDE

- The route provides the services listed in the set Requested
Servi ces.

1.4.2. Transit Policies

Each transit policy takes the formof a collection of sets as
foll ows:

Sour ce/ Destinati on Access Restrictions:
{((H(1,1),AD1,1),s(1,1)),...,(H21,f1),AD1,f1l),s(1,f1))),...,
((H(n,1),AD(n,1),s(n,1)),...,(H(n,fn), AD(n,fn),s(n,fn)))}: The set
of groups of source and destination hosts and donains to which the
transit policy applies. Each domain group
((H(i,1),AD(i,1),s(i,1)),...,(Hi,fi), AD(i,fi),s(i,fi))) contains
a set of source and destination hosts and domains such that this
transit domain will carry traffic fromeach source listed to each
destination listed. Here, Hi,j) represents a set of hosts,
AD(i,j) represents a domain containing H(i,j), and s(i,j), a
subset of {SOURCE, DESTI NATI ON}, represents an indicator of
whet her (H(i,j),AD(i,j)) is to be considered as a set of sources,
destinations, or both.

Tenmporal Access Restrictions: The set of tinme intervals during which
the transit policy applies.

User C ass Access Restrictions: The set of user classes to which the
transit policy applies.

O fered Services: The set of offered services not related to access
restrictions, i.e., service quality and nonetary cost.
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Virtual Gateway Access Restrictions:
{((vd1,1),e(1,1)),...,(V1,01),e(1,91))),....((V&m1),e(m1)),
gateways to which the transit policy applies. Each virtual
gateway group ((vV(i,1),e(i,1)),...,(VHi,qgi),e(i,gi))) contains a
set of domain entry and exit points such that each entry virtual
gateway can reach (barring an intra-domain routing failure) each
exit virtual gateway via an intra-domain route supporting the
transit policy. Here, VEi,j) represents a virtual gateway, and
e(i,j), a subset of {ENTRY, EXI T}, represents an indicator of
whet her VEi,j) is to be considered as a donain entry point, exit
poi nt, or both.

The domai n advertising such a transit policy will carry traffic from
any host in the set H(i,j) in AXi,j) to any host in the set H(i, k)
in AD(i,k), where 1 <or =i <or =nand1<or =j, k <or =fi,

provi ded that:
- SOURCE is an elenment of s(i,j).
- DESTINATION is an el ement of s(i,k).

- Traffic fromH(i,j) enters the donmain during one of the intervals
in the set Tenporal Access Restrictions.

- Traffic fromH(i,j) carries one of the user class identifiers in
the set User Class Access Restrictions.

- Traffic fromH(i,j) enters via any VEu, v) such that ENTRY is an
el enent of e(u,v), where 1 < or =u <or =mand 1 <or =v < or =

gu.

- Traffic to H(i, k) leaves via any V@ u,w) such that EXIT is an
el enent of e(u,w), where 1 < or = w < or = gu.

1.5. | DPR Message Encapsul ati on
There are two kinds of |DPR nessages:
"Dat a messages" containing user data generated by hosts.

"Control nmessages" containing | DPR protocol -related control
i nformati on generated by policy gateways and route servers.

Wthin an internetwork, only policy gateways and route servers are
abl e to generate, recogni ze, and process | DPR nessages. The

exi stence of IDPRis invisible to all other gateways and hosts,

i ncl udi ng mappi ng servers and configuration servers. Mapping servers
and configuration servers perform necessary but ancillary functions
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for IDPR, and thus they are not required to handl e | DPR nessages.

An IDPR entity places |IDPR-specific information in each IDPR contro
nmessage it originates; this information is significant only to
recipient IDPR entities. Using "encapsul ation" across each domai n,
an | DPR nessage tunnels from source to destination across an

i nternetwork through donains that may enpl oy disparate intra-donain
addr essi ng schenes and routing procedures.

As an alternative to encapsul ati on, we had consi dered enbeddi ng | DPR
in P, as a set of IP options. However, this approach has the
foll ow ng di sadvant ages:

- Only domains that support |IP would be able to participate in |IDPR;
domai ns that do not support |P would be excluded.

- Each gateway, policy or other, in a participating domain would at
| east have to recognize the IDPR option, even if it did not execute
the I DPR protocols. However, nost commercial routers are not
optimized for |IP options processing, and so | DPR nessage handling
m ght require significant processing at each gateway.

- For some IDPR protocols, in particular path control, the size
restrictions on I P options would preclude inclusion of all of the
necessary protocol -rel ated information.

For these reasons, we decided against the |IP option approach and in
favor of encapsul ati on.

An | DPR nessage travels from source to destination between
consecutive policy gateways. Each policy gateway encapsul ates the

| DPR nmessage with information, for exanple an | P header, that wll
enabl e the nmessage to reach the next policy gateway. Note that the
encapsul ati ng header and the | DPR-specific information may increase
the nmessage size beyond the MIU of the given domain. However,
nmessage fragnentation and reassenbly is the responsibility of the
protocol, for exanple IP, that encapsul ates | DPR nessages for
transport between successive policy gateways; it is not currently the
responsibility of IDPR itself.

A policy gateway, when forwarding an | DPR nessage to a peer or a

nei ghbor policy gateway, encapsul ates the nessage in accordance with
t he addressing schene and routing procedure of the given domain and
indicates in the protocol field of the encapsul ati ng header that the
nmessage i s indeed an | DPR nessage. Internedi ate gateways between the
two policy gateways forward the | DPR nessage as they woul d any ot her
nmessage, using the information in the encapsul ating header. Only the
reci pient policy gateway interprets the protocol field, strips off
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t he encapsul ati ng header, and processes the | DPR nessage.

A policy gateway, when forwarding an | DPR nessage to a directly-
connect ed adj acent policy gateway, encapsul ates the nessage in
accordance with the addressing schene of the entities within the
virtual gateway and indicates in the protocol field of the
encapsul ati ng header that the nmessage is indeed an | DPR nessage. The
reci pient policy gateway strips off the encapsul ati ng header and
processes the | DPR nessage. W recommend that the recipient policy
gateway performthe foll owi ng validation check of the encapsul ating
header, prior to stripping it off. Specifically, the recipient
policy gateway should verify that the source address and the
destination address in the encapsul ati ng header natch the adjacent
policy gateway’s address and its own address, respectively.

Mor eover, the recipient policy gateway should verify that the nessage
arrived on the interface designated for the direct connection to the
adj acent policy gateway. These checks help to ensure that |DPR
traffic that crosses domai n boundari es does so only over direct
connections between adjacent policy gateways.

Pol i cy gateways forward | DPR data nessages according to a forwarding
i nformati on dat abase which naps "path identifiers", carried in the
data nessages, into next policy gateways. Policy gateways forward

| DPR control nessages according to next policy gateways sel ected by
the particular IDPR control protocols associated with the nessages.
Di stingui shing | DPR data nessages and | DPR control nessages at the
encapsul ati ng protocol |evel, instead of at the |IDPR protocol |evel,
elimnates an extra | evel of dispatching and hence nmakes | DPR nessage
forwarding nore efficient. Wen encapsulated within |IP nessages,

| DPR dat a nessages and | DPR control nmessages carry the | P protoco
nunbers 35 and 38, respectively.

1.5.1. |IDPR Data Message Format
The path agents at a source domain determ ne which data nessages
generated by |local hosts are to be handled by IDPR. To each data

nmessage sel ected for I DPR handling, a source path agent prepends the
foll owm ng header:
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| VERSION | PROTO | LENGTH |
oo oo o e oo +
| PATH | D |
I I
O +
| TI MESTAVP |
O +
| | NT/ AUTH |
I I
O +

VERSI ON (8 bits) Version nunber for |DPR data nessages, currently
equal to 1.

PROTO (8 bits) Nuneric identifier for the protocol with which to
process the contents of the |IDPR data nessage. Only the path agent

at the destination interprets and acts upon the contents of the PROTO
field.

LENGTH (16 bits) Length of the entire | DPR data nmessage in bytes.

PATH ID (64 bits) Path identifier assigned by the source’s path agent
and consisting of the nuneric identifier for the path agent’s domain

(16 bits), the nunmeric identifier for the path agent’s policy gateway
(16 bits), and the path agent’s local path identifier (32 bits) (see

section 7.2).

TI MESTAWP (32 bits) Nunmber of seconds el apsed since 1 January 1970
0: 00 QM.

| NT/ AUTH (vari abl e) Conputed integrity/authentication val ue,
dependent on the type of integrity/authentication requested during
path setup
We describe the IDPR control nessage header in section 2.4.

1.6. Security
| DPR cont ai ns nmechani sns for verifying nessage integrity and source
authenticity and for protecting against certain types of denial of
service attacks. It is particularly inportant to keep |IDPR contro
nmessages intact, because they carry control information critical to
the construction and use of viable policy routes between domains.

Al'l I DPR nmessages carry a single piece of information, referred to as
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the "integrity/authentication value", which my be used not only to
detect nessage corruption but also to verify the authenticity of the
nmessage source. In the Internet, the 1ANA will sanction the set of
valid algorithms which may be used to conpute the
integrity/authentication values. This set may include algorithns
that performonly nessage integrity checks such as n-bit cyclic
redundancy checksunms (CRCs), as well as algorithns that perform both
nmessage integrity and source authentication checks such as signed
hash functions of nessage contents.

Each domain administrator is free to select any
integrity/authentication algorithm fromthe set specified by the

| ANA, for computing the integrity/authentication values contained in
its donmin’s nmessages. However, we reconmend that IDPR entities in
each domai n be capabl e of executing all of the valid algorithnms so
that an I DPR control nessage originating at an entity in one domain
can be properly checked by an entity in another donain.

Each I DPR control message must carry a non-nul
integrity/authentication value. W reconmend that control nessage
integrity/authentication be based on a digital signature algorithm
applied to a one-way hash function, such as RSA applied to M5 [17],
whi ch simultaneously verifies nessage integrity and source
authenticity. The digital signature may be based on either public-
key or private-key cryptography. Qur approach to digital signature
use in IDPR is based on the privacy-enhanced Internet electronic nai
service [13]-[15], already available in the Internet.

We do not require that |IDPR data nmessages carry a non- nul
integrity/authentication value. |In fact, we reconmend that a higher
| ayer (end-to-end) procedure, and not |IDPR, assune responsibility for
checking the integrity and authenticity of data nessages, because of
t he anount of conputation invol ved.

1.7. Tinmestanps and C ock Synchroni zation

Each I DPR nmessage carries a tinestanp (expressed in seconds el apsed
since 1 January 1970 0:00 Gwvr, followi ng the UNI X precedent) supplied
by the source IDPR entity, which serves to indicate the age of the
nmessage. |IDPR entities use the absolute value of the timestanp to
confirmthat a nessage is current and use the relative difference
between tinestanps to determnm ne whi ch nessage contains the nore
recent information.

All IDPR entities nust possess internal clocks that are synchronized
to sone degree, in order for the absolute value of a nessage
timestanp to be neaningful. The synchronization granularity required

by IDPR is on the order of minutes and can be achi eved manually.
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Thus, a cl ock synchroni zati on protocol operating anong all |DPR
entities in all domains, while useful, is not necessary.

An IDPR entity can deternine whether to accept or reject a nmessage
based on the di screpancy between the nessage’s tinestanp and the
entity’s own internal clock tinme. Any |IDPR nessage whose timestanp
lies outside of the acceptable range may contain stale or corrupted
informati on or may have been issued by a source whose internal clock
has | ost synchronization with the nessage recipient’s internal clock
Ti mest anp checks are required for control messages because of the
consequences of propagating and acting upon incorrect contro

i nformati on. However, tinestanp checks are discretionary for data
nmessages but may be invoked during problemdiagnosis, for exanple,
when checki ng for suspected nessage repl ays.

W note that none of the IDPR protocols contain explicit provisions
for dealing with an exhausted tinestanp space. As tinestanp space
exhaustion will not occur until well into the next century, we expect
ti mestanp space viability to outlast the | DPR protocols.

1.8. Network Managenent

In this docunment, we do not describe howto configure and nmanage

| DPR.  However, in this section, we do provide a list of the types of
| DPR configuration information required. Also, in |later sections
describing the IDPR protocols, we briefly note the types of
exceptional events that nust be | ogged for network managenent.

Conpl ete descriptions of IDPR entity configurati on and | DPR rmanaged
obj ects appear in [7] and [8] respectively.

To participate in inter-domain policy routing, policy gateways and
route servers within a domain each require configuration information
Sone of the configuration information is specifically defined within
t he given domain, while sonme of the configuration information is

uni versal Iy defined throughout an internetwork. A domain
admi ni strat or deterni nes domai n-specific information, and in the
Internet, the | ANA determ nes globally significant information.

To produce valid domain configurations, the domain adm nistrators
must receive the followi ng global information fromthe | ANA

- For each integrity/authentication type, the nuneric
identifier, syntax, and semantics. Available integrity and
aut hentication types include but are not limted to:

o] publi c-key based signatures;

o] privat e-key based signatures;
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o] cyclic redundancy checksuns;
o] no integrity/authentication.

- For each user class, the nunmeric identifier, syntax, and
semantics. Avail able user classes include but are not limted to:

o] federal (and if necessary, agency-specific such as NSF, DOD,
DCE, etc.);

o] research;

0 commer ci al ;

0 support.

- For each offered service that may be advertised in transit
policies, the nuneric identifier, syntax, and senmantics. Available
of fered services include but are not linted to:

o] aver age nessage del ay;

o] nessage del ay variation

o] aver age bandw dth avail abl e;
o] avai |l abl e bandwi dt h vari ati on;
o] maxi nrum transfer unit (MIU);

o] charge per byte;
0 charge per nessage;
o] charge per unit tine.
- For each access restriction that nay be advertised in transit

policies, the nuneric identifier, syntax, and senmantics. Available
access restrictions include but are not linmted to:

o] Sour ce and destination domai ns and host sets.
o] User cl asses.

o] Entry and exit virtual gateways.

o] Ti me of day.
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- For each requested service that may appear within a path setup
nmessage, the numeric identifier, syntax, and semantics. Avail able
requested services include but are not limted to:

o] maxi mum path life in nminutes, nmessages, or bytes;

o] integrity/authentication algorithnms to be used on data
nmessages sent over the path;

o] upper bound on path del ay;

o] nm ni nrum del ay pat h;

o] upper bound on path delay variation
o] m ni nrum del ay vari ati on path;

o] | ower bound on pat h bandw dt h;

o] maxi mum bandwi dt h pat h;

o] upper bound on nonetary cost;

o] m ni mum nonetary cost path.

In an internetwork-w de inplenentation of IDPR the set of gl oba
configuration paraneters and their syntax and semantics nust be
consi stent across all participating domains. The | ANA, responsible
for establishing the full set of global configuration paraneters in
the Internet, relies on the cooperation of the adm nistrators of al
participating domains to ensure that the gl obal paraneters are
consistent with the desired transit policies and user service

requi rements of each domain. Moreover, as the syntax and semantics
of the gl obal paraneters affects the syntax and senmantics of the
correspondi ng | DPR software, the | ANA nust carefully define each

gl obal paranmeter so that it is unlikely to require future
nodi fi cati on.

The | ANA provides configured global information to configuration
servers in all domains participating in IDPR  Each domain
admi ni strator uses the configured global infornmation maintai ned by
its configuration servers to develop configurations for each | DPR
entity within its donmain. Each configuration server retains a copy
of the configuration for each local IDPR entity and al so distributes
the configuration to that entity using, for exanple, SNW
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1.8.1. Policy Gateway Configuration

Each policy gateway must contain sufficient configuration information
to performits IDPR functions, which subsune those of the path agent.
These include: validating |IDPR control nessages; generating and
distributing virtual gateway connectivity and routing information
nmessages to peer, neighbor, and adjacent policy gateways;
distributing routing informati on nessages to route servers inits
domai n; resolving destination addresses; requesting policy routes
fromroute servers; selecting policy routes and initiating path
setup; ensuring consistency of a path with its domain's transit
policies; establishing path forwarding i nformation; and forwarding

| DPR dat a nessages al ong existing paths. The necessary configuration
i nformati on includes the foll ow ng:

- For each integrity/authentication type, the nuneric identifier
syntax, and senanti cs.

- For each policy gateway and route server in the given domain, the
nuneric identifier and set of addresses or nanes.

- For each virtual gateway connected to the given donain, the nuneric
identifier, the nuneric identifiers for the constituent peer policy
gateways, and the nuneric identifier for the adjacent domain.

- For each virtual gateway of which the given policy gateway is a
menber, the nuneric identifiers and set of addresses for the
constituent adjacent policy gateways.

- For each policy gateway directly-connected and adjacent to the
gi ven policy gateway, the local connecting interface.

- For each local route server to which the given policy gateway
distributes routing information, the nuneric identifier.

- For each source policy applicable to hosts within the given domain,
the syntax and semanti cs.

- For each transit policy applicable to the donain, the nuneric
identifier, syntax, and semanti cs.

- For each requested service that may appear within a path setup
nmessage, the numeric identifier, syntax, and semanti cs.

- For each source user class, the nuneric identifier, syntax, and
semanti cs.
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1.8.2. Route Server Configuration

Each route server nust contain sufficient configuration information
to performits IDPR functions, which subsune those of the path agent.
These include: validating | DPR control nessages; deciphering and
storing the contents of routing information nessages; exchanging
routing information with other route servers and policy gateways;
generating policy routes that respect transit policy restricti